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Failure Probability

HUMAN ERROR PROBABILITY VERSUS TIME AVAILABLE
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PARADIGM FOR HUMAN ERROR MINIMIZATION
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H.E.A.S.T. SOFTWARE TOOL

« EASY ACCESS TO PARADIGM AND TAXONOMIES THROUGH VISUALIZATION OF
DEDICATED LISTS (E.G. TIME REGIME LIST, ERROR MODE LIST, ERROR CAUSE
LIST, ETC.)

« A EASY ACCESS TO EXPLANATION OF TERMS USED IN PARADIGM AND
TAXONOMIES

« EASILY FIND THE LINK BETWEEN ERROR MODES AND CAUSES
« HELP THE ANALYST IN ASSOCIATING ERROR MODES AND CAUSES TO THE

ACTIONS THAT THE OPERATOR HAS TO PERFORM AND IN IDENTIFYING THE
APPROPRIATE RECOMMENDATIONS.
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Human Error Analysis

SPAZIOD

SELECT TIME REGIME AND ARCHETYPE GUIDELINE

Rationale for Archetype Selection :
[The action s a scheduled actirity Thatefors the time reg I Y Regime: Long Time H Time Regime Explanation
[prevention, that avaids that, between two adiacent contr
Select Archetype Guideline -

HEAST - Archetype Guideline - Copyright Alenia Spazio 5 p.A.

IThe necessary equipme

ypical Capture Prevention

Spatial and Time-Reversal Pravention HEAST - Data Form Error Modes - Copyright Alenia Spazio 5.p.A.

gilance and Skill Maint: 3
AP ET s | Delete Selected Error Mudel

SELECT ERROR MODE

Open Error Cause List

Add New Record | Delete Record | Print Single Record |

Go to First | Go to Last Record | Go to Previous | Go to Next |

‘ErrorMode Explanation
An operation is performed later than intended
The action/ operation is notperfurmed

Tuo far The action is performed it such away that i object ot tiechanist d
Toomuchforce A manusl operation is carried out too strongly, using simple marmal §

Wrong command | This error mode applies especially to cases where computers are user_ | [IEE NSRS E e e s
Wrong direction  This etror mode applies when the opetation is addressed towards a % [Open Detailed Enror Cause List | Delete Selected Error Cause | Close |
h J

Wiong implement  The operation is caried out in a wrong way.

Wiong object The operation is peformed on the wrong object.

Wiong path The action is performed in such a way thet an object follows the weor
Wiong position | The operator or the object operated can be in the wrong position.
Wrong ralue A wrong value is typed, tead, selected, acquired, ete

Fenord: M| 4 b | v || of 4 (Fikersd)

Delete Current Record

Close

Electrical Design - Flight Pracedutes

I caze of EPS jumpers, beforestarting the connection,
the crew shall follow a dedicated procedure ta verify
that APCU power conversion is off and APCU output
relays are deadfaced. Alsoin case of ISPR electrical

connection the crew shall verify that the 120V powrer
COLUMBUS e

COL-ES4-RQ-013 " APM Human Factors
Engineeting Requirements" para 7.3 "Electrical

ISS M an n ed M 0 d u I e — Design for Protection of Crew”
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HUMAN ERROR ANALYSIS

Report Munther: HE& 04

Space Sysiem Type: Attached Presamised Moduls Phase: Flizlt Operatyns

Analysis Reforence: Oparating Safity fnalysis

Safety Harard Reference: V2.3.1/3-L 1718 -SM.1324-[R112- RR2.4

Criticality Calegory Asrociaied o the Scenario: L[ o0 m: O

Scenario Description :

The scenario refers to finctions and opesations during : APM utility IFs coomectionbeteeen Node 2 and APM -ccomection ofthe electrical md
fhudical utilties & ISPR IF - mandenance (enchange of Water On-off vales WOOV, 3-way modlating vabes 3WMY, Water Panp

cormect Al [SPR electrical and fhuid wtilties - ramoveimstall ORI for madrtenance. Action Descriptions
8 o Final C. . The cxevr has to perform the following operations: - conrect EPS jumpers, TS water jumpers and ECLSS fumpers between Fode 2 and AFM

Loss of water fom QL' (musnating off mnproper comection), leading to fire, or arew cortact with powered live can cause bss of Ife, - commsct Al PR clactrizal and fhoid wtilitia: - woeervefinsall ORI

Ervor Mode/Cawse/ | Recommendation Allbcation Area Reference Document
. . 421 Detailed Cause
Time Ragime: Archetype Guideline:
Short Tive: O Fremature In case of EPS jumpers, befom stating the  EleciricalDesign— | COL-ESA-RQOI3 "AFH
Medium Time: O cormertiom, the cwwr shall fllwr & dedicated | Flight Piocedires | Homan  Facos  Fngineering
. * . . . pimcedire to verifrthat ADCT power comrersion Fequivemerts”  pas 7

Long Time: ® Spatial and Time-Reversal Prevertion 15 off md APCU cutput relays are deadfaced. "Electriral Design for Protection
Rationale for Archetype Selection: Ao i case of ISPR electrical comection the of Crew"

crew shall verfir that the 120 ¥V power line 15
deactrrated.
Ambiguous label Each utilty I'F commection shall be ckady = Utilty IF design COL-ESA-REQOIS "API

The tasktobe performed 15 a schednled actrrty. Thereftue the tome regime to sekct 15 bng-time m wlich the possible Inman eres canbe
corhiolled by the sekoted archetype. The spatial reversal prevertion avoids that, between twro adiacert cortiols, the vaong one 1s manipulated

Assembly WP, Condensate Water Separatar Fan CWE).
Aciion Descripiion : HUMAN ERROR ANALYSTS
The crew has to perfiem the follwing operations: - cormect EPS qamples, TCS weater jumpers and ECLES fumpers between Node 2 and ATM - Feport Number: HEA-04  Archetype Guideline: Spatial and Time Feversal Preverticn

becanse of & lapse in attention. lshelled to indicate its farction to the operator. Human Faclors Engineering
Fequiremerts"” para. 11.53% -
112310
MNoies: Idertfication enor Comectors that are clewrly different and | Cormectors design COL-ESA-RQOIS "SPM
: e : T P : phisicaly inccmpatdble shal be used for lines Human Fators  Enginsering
The recessary equipments for APMMode utilities cormection operation (inchiding Hode APM utilties pampers) ae mthe Noded. P hinkh LiTor in wentent (e, difforat vollzgm Foquesmuter para - 1185
differert fhuds). Each type of commectors shall "Comrector Tdertification
have acomecting key clearly differertisted fiom Aligronent"
other types to prevent moowect comection with
otter  accessble  commeciors,  phgs and
HUMAN ERROR ANALYSIS roeptachs. Mating smmertors ol dso b
provided with sligrmert pins or ather devices o
. . . - . hade rmectar by arted in other than
Report Number: HEA-04 Archetype Guideline: Spatial and Time-Reversal Prevention ﬁfdesix:im' a&m_emgm sdm
Action Description: Enor in procedure The ciewr shall perfoem a visual inspection after | Flight Procedure TED
. . TiCE water lines and ISPE fhid line: ot
The crew has to perform the following operations: - connect EPS jumpers, TCS water jumpers and ECLES jumpers b m“;-cg waier]jms Opmgan;:ﬂozru%ﬁr-:
- connect all TSPR electrical and fluid utilities - remowvefinstall ORT's CWPA, W00, 3-WMY, CWEA) nstallation o
detect leskage of water The crew shall alo
follwr 2 procedurs to chedk, ot the md, all
. commectors  tloough  positive  indicators  of
Error Mode: Error Cause: Detailed Error Cause: comection
Ho Lkt The vestdale and the AFM shall be mopery | Lighting COL-ESA-RQOI3 TAEM
Premature_ none none hminged o allow the comect activiby Human Fators — Fnginsering
Wrong object Ambiguous label none exemution Portable light is availsble for whilities Requrements"  paa 54
Wrong object Tdentification error none APM/Node 2 conrection/ disoomection Lighting
Wrong inplement Ezecution error Error in procedure
Cmizsion Hindrance o light rd
H.E.A.S.T Output - 3" Sheet

H.E.A.S.T Output - 2"9 Sheet
e P THALES
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PURPOSE:

TO IDENTIFY DESIGN AND OPERATIONAL REQUIREMENTS
TO REDUCE THE HUMAN ERRORS PROBABILITY DURING
THE MISSION OPERATIONS

APPLICATION:

DEDICATED HUMAN ERROR ANALYSYS HAS BEEN
DEVELOPED TO SUPPORT THE SAFETY ANALYSIS FOR
COLUMBUS PROGRAM.

13 OPERATIVE SCENARIO WITH 40 ERROR CAUSES HAVE
BEEN ANALYSED

. THALES
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HUMAN ERROR ANALYSIS:

« IN THE EARLY PHASE, TO GENERATE GENERAL REQUIREMENTS TO REDUCE
THE HUMAN ERROR PROBABILITY DURING MISSION OPERATIONS

e DURING THE PROJECT DESIGN DEVELOPMENT PHASES TO IDENTIFY SPECIFIC
HUMAN ERRORS AND RELEVANT CONTROLS.

e DURING THE EXPLOITATION PHASE (i.e. ISS) HUMAN ERROR PREVENTION
SHOULD BE ADOPTED TO MAINTAIN SAFETY STANDARD FOR CREW
OPERATIONS

[ THALES
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AS THE SAFETY OF A SYSTEM IS DESIGNED ACCORDING TO THE SAFETY
ANALYSIS IN A SIMILAR WAY THE INTERFACES BETWEEN THE CREW _AND
THE SYSTEM/OPERATIONAL PROCEDURE SHOULD BE DEVELOPED
TAKING INTO ACCOUNT THE RESULT OF THE “HUMAN ERROR ANALYSIS”

. B

HUMAN ERROR ANALISYS SHOULD BE MANDATORY ANY TIME THE
“HUMAN” IS INVOLVED IN CONTINGENCIES OR SAFETY CRITICAL
OPERATIONS

[ THALES
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B Following an NCR caused by the Human the relevant root
cause is identified and the corrective action implemented to
avoid reoccurrence. Typically the Training is the major driver
for corrective actions or in some case the procedures
updating. This approach does not permit the avoidance of
Human mistakes or the reduction of their effect but just to
reduce temporarily the occurrence of a known situation.

B Some techniques are used in some case (e.g. Poka Yoke) to
prevent Human errors
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Avoid that the Human errors become ...

..eliminated one others will arrives
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The only way is to drain the swamps in which they
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TRAINING DEFICENCIES

POOR — _
PROCEDURES or Work conditions (fatigue,
toolings speed, noise,
temperature,...)

NO CONSIDERATIONS OF
HUMAN ERRORS
CONSEQUENCES TO THE

HARDWARE DURING MNF POOR ATTENTION TO THE
DESIGN WRT HUMAN ERRORS
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Typically not sufficient to reduce human errors :

Change is necessary to reduce the Human error
with a different concept

Research in this field is necessary to improve
the Quality and the Safety of the final product
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